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' Reduce the timeline for reporting of a breach to no later than ten days after a business
discovers a breach or is notified of a breach.
f  Include means of improving notice to consumers.

He indicated that these issues will likely be topics of discussion in the 2019 session and that
there will be an opportunity to dig into the Commission’s proposals more deeply at the Council’s
January meeting.

Mr. Frosh looked ahead to the Council’s next activity report, due to the General Assembly on
July 1, 2019. He stated that Dr. von Lehmen would have more details about th8 Tdk( d)-9(e)47
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Secretary Michael Leahy, Chair, Incident Response Subcommittee

The Department of Information Technology’s (DolT) primary focus is to implement
recommendations from the Governor’s Office of Homeland Security (GOHS). These were
produced by a working group convened by GOHS under the Governor’s executive order on
cybersecurity last year.

These efforts concern the standardization of processes for security, privacy, and data governance.
As the most obvious part of this effort, Mr. Evans will be charged to develop tools to enable
agencies to assess the status of their security until all are part of the state enterprise system. In
addition, DolT has implemented new training so that state employees are educated about
phishing and common best security practices. Secretary Leahy affirmed in response to a question
from Senator Simonaire that this training is mandatory.

Professor Michael Greenberger, Chair, Critical Infrastructure Subcommittee

Professor Greenberger commended the CCPA as an apt model for Maryland and its forward-
looking institutions. While the CCPA is the most complete privacy law in the US, it is less
stringent than the EU’s General Data Protection Regulation (GDPR) that applies to anyone,
including Maryland firms, doing business within the 27-member EU. The GDPR, for example,
has a three-day breach notification requirement. In light of its recent breaches, Facebook is under
investigation by both Ireland (where it has servers) and the EU for violations of the GDPR.

The subcommittee continues to contribute to the repository. It supervises the currency of the
database holdings and will soon turn over a list of nearly 100 carefully curated resources to be
added. Looking to 2019, the subcommittee will launch an effort to gather more information from
critical infrastructure (CI) representatives to inform its recommendation for CI protection and
resiliency. In this connection, it will also explore new initiatives of the National Risk
Management Center at DHS. Likewise, it will continue to contribute to efforts within the Council
to produce a recommendation for a threat-sharing vehicle for the state.

With respect to critical infrastructure, Professor Greenberger noted that election security is of
course on everyone’s mind. In Maryland, there are advocacy groups that send emails and make
phone calls calling for the state’s system—particularly its absentee ballot system—to be
tightened up. The subcommittee is generally of the view to defer to the Office of the Attorney
General on these matters. But it has continued to discuss ideas that might be helpful to the state.
One of these is to create an ad hoc subcommittee of subject matter experts to discuss election
security issues under appropriate arrangements to get all the issues on the table and
recommendations to address them. Professor Greenberger indicated that he would provide more
details to the Attorney General’s Office regarding ideas discussed within the subcommittee.



Dr. von Lehmen for Professor Jonathan Katz, Chair, Education and Workforce Development
Subcommittee

Dr. von Lehmen noted that the subcommittee has not been able to meet since the last full
meeting of the Council, but that it would be reconvening in the new year.

Bel Leong-hong, Chair, Subcommittee on Economic Development

In its September meeting, the subcommittee discussed a number of initiatives, deciding in some
cases to defer to other efforts within the Council or state government:

I Maryland Information Sharing and Analysis Organization (ISAQ). The need for such an
organization has been advanced by Ken McCreedy and other members of the Economic



I Supporting cyber start-ups by allowing a tax credit against state payroll taxes. The members
present were supportive of the concept.

I Cyber IP development. The subcommittee’s concern is to find ways to accelerate new
product development and to reduce time to market by start-ups. One way to do this is by
incentivizing large firms to partner with start-ups to pilot their product. Ms. Leong-hong
noted that having large clients makes it easier for start-ups to acquire additional VC funding.
The subcommittee has discussed two options for achieving this end:

o Amending SB 228 that passed last session to add this incentive. SB 228 changed the
investment tax credit for start-ups to the investor from the first, changed the eligibility
requirements for the same, and implemented a ‘buy Maryland’ tax credit program for
eligible firms.

0 The alternative is to propose a stand-alone bill that would accomplish the same thing.

Sue Rogan, chair, Subcommittee on Public and Community Outreach

Ms. Rogan noted that her subcommittee continues to identify resources for the repository and
expressed appreciation to the Critical Infrastructure Subcommittee for the partnership in this
effort. She also noted the outreach, both federal and within the state, to make known the benefits
of the credit reporting legislation that came out of Senator Lee’s subcommittee, mandating no-
fees for freezes and thaws of Maryland consumers affected by a breach.

Subject Matter Expert Presentation

The Attorney General welcomed Ms. MaryAnn Tierney, FEMA Region 111 Administrator, and
thanked Mr. Russell Strickland, MEMA Director, for recruiting her to speak. He indicated that
he would have to leave the meeting near the end of Ms. Tierney’s presentation and asked Senator
Lee to take the chair at that point.

Ms. Tierney expressed her appreciation for the opportunity to talk to the Council about
cybersecurity. She delivered a PowerPoint presentation® (accompanying these minutes) that
covered the following points:

The current cybersecurity landscape

Challenges that government officials face

Federal and state resources that are available

How the reporting of cybersecurity incidents works
A construct for thinking about cybersecurity incidents
FEMA'’s role
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Ms. Tierney’s presentation occasioned a number of comments and questions:

Dr. Ferrer noted that among the resources available in state is the Maryland Defense Force
(MDF). The MDF cooperates with the Maryland National Guard but has independent expertise
in cybersecurity. As an illustration of this cooperation, he noted the role that the MDF played in
Vigilant Guard 2018, an exercise which included a simulated cyber attack on 911 centers and
water systems during a hurricane scenario.

Ms. Leong-hong: could Ms. Tierney comment more about continuity of operations after a cyber
incident?

Ms. Tierney: This should be addressed through a continuity of operations plan (COOP).
Essential to the plan is identifying the mission critical functions of the enterprise and then
providing the means and training to ensure their resiliency.

Dr. Anthony Dahbura: Could Ms. Tierney comment about the range of cyber scenarios that the
government is hopefully imaging and exercising for, such as attacks on both coasts
simultaneously?

Ms. Tierney: It is better not to focus on particular events, since it can be that the well-defined
incident one prepares for is not the event one will encounter. Key to good continuity planning is
a focus on the essentials—what is necessary for civil society to keep operating regardless of
circumstances—and to be prepared to ensure that those needs can be met. This is how FEMA
approaches its mission, including the prospect of managing the physical effects of cybersecurity
events in particular.

Mary Jo Hayes: If there are cascading effects from a cyber incident, would that exponentially
increase the effort required in managing the events?

Ms. Tierney: The answer is yes, just as it would be for similar effects caused by large natural
disasters. FEMA experiences second- and third-order effects in many disasters. To prepare for
these, it has groups that analyze the interdependencies within the nation’s critical infrastructure.
For example, if the grid goes down, one question is how to keep hospitals and cell towers
operating beyond the capabilities of their generators. FEMA builds its preparedness with these
interdependencies in mind.

Brian Israel: To focus on one scenario—the grid going down for a long period of time—have
lessons been learned from the experience of Puerto Rico after the hurricane?

Ms. Tierney: The extended power outage in Puerto Rico underscored the importance of having a
robust supply chain that is lubricated to move generators and other resources quickly to keep
critical parts of the infrastructure functioning. This is something that FEMA has considerable
experience doing. The agency is aware that other scenarios might require different strategies,
and the agency tries to anticipate them in its planning.

Dr. von Lehmen: Given the various scenarios that have been described, has there been discussion
in policy circles about involving the general public in large-scale disaster training exercises?



This might develop the muscle memory, so to speak, to enable the public to know what to do and
what to expect from authorities.

Ms. Tierney: FEMA does provide some preparedness guidance to the general public, such as
recommending that citizens have the capacity to make it through the first 72 hours of a disruptive
event. But the premise of the question is a good one. The public is a tremendous resource in an
emergency. FEMA sees this all the time, with neighbors helping each other in an emergency
even before first responders can arrive.

There being no other questions, Senator Lee thanked Ms. Tierney for her substantive
presentation and for her willingness to address questions.

Other Business and Adjournment

Ken McCreedy noted that Governor Hogan had issued a proclamation acknowledging October as
cybersecurity month, asking that it be presented to the Council. Mr. McCreedy was recognized to
make the presentation. He rose to read significant portions of the proclamation and gave the
proclamation to the chair, who expressed her appreciation on behalf of the Council.

Mr. Dwight Thomas
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